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Corporate Owned Personally Enabled (COPE) Bring Your Own Device
ROOTED

e you have the chain “test-keys” on your Android buildTags !
e you have the Superuser.apk on your device !
e your device is really rooted because you can execute a shell command with superuser access

Files to modify

/conf/api-manager.xml

/conf/app-manager.xml (password)

/conf/carbon.xml

/conf/identity/identity.xml

/conf/identity/sso-idp-config.xml
/repository/deployment/server/jaggeryapps/devicemgt/app/conf/app-conf.json
[repository/deployment/server/jaggeryapps/api-store/site/conf/site.json

conf/security/authenticators.xml

./change-ip.sh
./change-superadmin-credentials.sh
-Dhttpclient.hostnameVerifier=AllowAll \

<parameter name="HostnameVerifier">AllowAll</parameter>

Set the parameter HostnameVerifier to AllowAll for transportSender in the Axis2 configuration (axis2.xml).

Ports

Default APl gateway ports of the product are 8280 (http) and 8243 (https).
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A NOTIFICATIONS

Device ID 4d2758679389136a
Name kingdem_row
Medel Lenovo K920 (ROW)
Status

Owner janforman
Ownership BYOD

ME 864784021113562

Firmware Build Date Wed Nov 03 49306 05:50:00 GMT-0000 (UTC)

Last Update Sat, 6 May 2017 19:04:24

(=]
= wh O
Ring Lecation Reboo
Device Details
Palicy Compliance
BATTERY RAM USAGE
EE?'. Device Location 37 U/ﬂ 5068 U/ﬂ
nstalled Applications
E Operations Log LOCAL STORAGE EXTERNAL STORAGE
% %
g 27.86%  come 0%
TOTAL OF 26.17 GB TOTAL OF 0 GB
Aktivovat spravce zafizeni? & Spravci zafizeni

()
Spravce zafizeni Android

Povolit uzaméeni nebo vymazani ztraceného zafizeni Spravcem
zarizeni Android

WSO02 Device Management Agent WSO02 Device Management Agent

Aktivaci tohoto sprdvce umoznite aplikaci WSO2 Device

Management Agent provadét nasledujici operace: WS02 Device Management Agent

Vymazat vSechna data
Bez upozornéni smazat v§echna data telefonu obnovenim tovarnich
dat.

Zménit zamek obrazovky
Zménit zamek obrazovky.

Nastavit pravidla pro heslo
Ovladani délky a znaka povolenych v heslech a kédech PIN zamku
obrazovky.

Sledovat pokusy o odeméeni obrazovky

Sledovat pocet nespravnych hesel zadanych pri odemykani obrazovky
a uzamknout telefon nebo vymazat z telefonu v§echna data, pokud bylo
zadano pfili§ mnoho nesprévnych hesel.

Uzamknout obrazovku
Ridit, jak a kdy se obrazovka uzamkne

Nastavit vyprseni hesla zamku obrazovky
Meni, jak Gasto je potfeba ménit heslo, PIN nebo gesto zamku
obrazovky.

()

WSO02 Device Management Agent

Nastavit Sifrovani dlozisté
Pozadovat $ifrovani ulozenych dat aplikaci.
Vypnout fotoaparaty IMEI: 4d2758679389136a
Zakdzat pouzivéani véech fotoaparati zafizeni. Device: kingdom_row
Model: K920 (ROW)

Operator: Vodafone CZ

Uréit administrétora tohoto zafizeni

Zrusit IMSI: 230030090890238
0S:7.1.2
Odinstalovat aplikaci Rooted: No
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